James Noble

3051 Michelle Lee Drive    Dacula, GA 30019       jnoble@noblesouth.com      770-884-1583


Senior Security Engineer / Manager

Strategic Information Security Planning / Security Engineering / Networking

Dynamic, solutions focused Security Engineer with a 15+ year record of achievement and demonstrated success providing hands on technical expertise to support company information security goals.  I am technically proficient with multiple firewall solutions, network security, and information security practices. With over 10 years working with security solutions and over 14 years as a network engineer, I have exceptional background, knowledge and experience of the products, hands on proficiency, and the ability to mentor others.  I have outstanding troubleshooting skills, solid presentation skills, and the ability to clearly communicate technical subjects. I am experienced with sensitive data environments, securing data, outbound content control, and all aspects of client server computing. 

Technical Experience:

	Juniper SRX 5800 series firewalls
	JUNOS 9.6

	CheckPoint Firewall-1 v. 4 to NGX R65
	Crossbeam C-Series & X-Series

	CheckPoint SecuRemote/SecureClient
	CheckPoint Provider-1

	CheckPoint VSX
	CheckPoint UTM-1Appliances

	F5 BigIP solutions
	Directory Services

	Forescout NAC solutions
	Enterprise Computing

	Identity management
	IPS (TippingPoint, Mcafee, CheckPoint)

	Infoblox DNS and DHCP solutions
	Linux, Ubuntu, Mandrake, SUSE

	Juniper SG Firewalls
	Network Admission Control solutions

	Switching & Routing
	Windows XP, Vista, & Group Policy

	Vericept Monitor
	TCP/IP

	VLAN security
	Tufin SecureTrack

	VMWare Server & Workstation
	Windows Server 2008, 2003, NT4


Core competencies include:

	· Information Security Architecture
	· Motivating technical staff

	· Team building
	· Firewalls, IDS/IPS, URL Filtering, Mail Control

	· Crossbeam & CheckPoint (Provider-1/VSX) 
	· Information Security practice management

	· Organizational Leadership
	· Network design and management

	· Compliance driven solution architect 
	· Familiar with several compliance architectures
(PCI, SoX, HIPAA, FFIEC, FISMA, etc)


Professional Experience

Contract Security Engineer, 2009 - Present

INTUIT, San Diego, California

Performing the Juniper SRX 5800 deployment to replace the Crossbeam/CheckPoint firewalls in the new Quincy Data Center. Working to fulfill the implementation of the Juniper SRX infrastructure, troubleshoot the JUNOS operating system running on the firewalls, provide guidance, support and cross training to the team.  

Current Projects:

Complete rename of all firewall objects and rules

Replacement of CheckPoint / Crossbeam firewalls with new Juniper SRX 5800 Firewalls

Migration of new Intuit Customers into the Quincy Data Center

Integration of Tufin SecureTrack into the environment

Staff Security Engineer, 2008 - 2009

CHECKFREE, Norcross, Georgia

Provide security engineering for implementation in the CheckFree enterprise network.  Daily responsibilities included design, implementation, support and administration of multiple security products, including over 20 Crossbeam X-Series running CheckPoint Provider-1 and VSX, SourceFire, and ISS Realsecure.  Provide best practice security consulting for multiple compliance initiatives, with a focus on highly resilient solutions.  Create technical implementation plans, project plans, and worked closely with internal and external customers to supply solutions that fulfill their needs.  Provided direct production support for the Crossbeam & VSX infrastructure in Norcross and John’s Creek. 

Current Projects:

· Currently collapsing several X-Series chassis into one to reduce renewal costs

· Migrating several regional data centers into the John’s Creek data center

· Implementing new processes to further scale the operations

Sr. Security Architect, 2007 - 2008

VIGILAR INC, Atlanta, Georgia

Performed security engineering, design and implementation for multiple enterprise customers.  Daily responsibilities included design, implementation, support and administration of multiple security products, supporting the installed product base, and internal engineering teams.  Provide best practice security consulting for multiple compliance initiatives, with a focus on providing solid solutions.  Create technical implementation plans, project plans, and worked closely with customers to provide the solutions that fulfill their needs.  Provided direct support to the Atlanta demonstration lab’s hardware, software, and infrastructure, and act as third tier support for ongoing customer issues. 

Technical Achievements:

· Designed, built, and implemented CheckPoint Firewall-1 VSX, with Provider-1 running on a Crossbeam X‑45 for evaluation by Chick-Fil-A

· Performed individual site evaluations, technical hands on design, installation and implementation of Tufin SecureTrack

· Managed the Atlanta lab CheckPoint Firewall-1, Connectra R66, Tipping Point 200E, and Tufin SecureTrack solutions

· Designed and performed IPS “bake-off” testing for a local Railroad company to determine the best product selection for their environment, using data from their own network, requirements gathered and defined with the customer; successfully proving the value of one product over the others, with clear, measurable technical differentiators

· Provided hands on support to Delta Airlines with Tufin SecureTrack software configuration for their large Provider-1 Infrastructure

· Rebuilt and maintained the headquarters demonstration lab with the latest security hardware and software solutions from CheckPoint, Juniper, BlueCoat, TippingPoint, ForeScout, RSA, 

· Designed, tested, deployed, and supported secure mail solutions for the entire company using ProofPoint Messaging Security Gateway

· Deployed BlueCoat Mach5 and ProxySG in a major healthcare facility in Atlanta

· Assisted in the design of key Managed Services, to further the goals of the company

· Earned President’s Club in the first seven months of employment by supporting over $11M in direct product sales

Sr. Security Engineer, 2006 - 2007

SECUREWORKS – Atlanta, Georgia

Provide direct support to sales staff to achieve solution driven sales for Managed Security Services. Working with one other Security Engineer, supported sixteen direct sales staff, to provide managed service solutions to CONUS customers in the financial industry.  

Technical Achievements:

· Worked directly with sales representatives to support over $20M in sales

· Provided pre-sales technical expertise in selling CheckPoint firewall solutions into the customer base

· Assisted Senor management to document the most efficient sales processes

· Identified new methods to shorten the sales process

· Directly responsible for the single largest sale in company history, through my CheckPoint knowledge and support to the customer ($280K/yr)

· Mentored peers in Sales on advanced security & network design

· Provided regular online web conferences for major corporations on current risks, threats, and the general state of the information security risks

Sr. Security Engineer, 2005-2006

VERICEPT Corporation – Denver, Colorado (Home Based)

Supporting customers in the South East I provided hands on implementation of the Vericept Monitor solution.  Would regularly work with Information Security staff and Network staff at corporations looking to reduce their loss of proprietary data from their internal protected networks.  Performed direct installation and support to customers, supplying them with the technical knowledge necessary to be successful in their organizations.  On call as 3rd tier support for the Vericept Monitor product, solving the difficult issues that were escalated.  

Technical Achievements:

· Installed the Vericept Monitor solution in over 30 locations in the south east

· Worked with several firewall products to ensure the Vericept Monitor solution could see the necessary data

· Trained and assisted Network and Security Engineers at customer sites with the Vericept Monitor solution using one-on-one hands on techniques

· Implemented the Vericept Monitor solution at AFLAC, providing over 6 days of onsite support to assist the Security Team with the initial implementation, configuration, and process flow.

· Worked with NetOptics products to provide highly available network taps to better intercept data on customer networks

· Directly supported several major healthcare facilities in the South East with their Vericept Monitor solution

· Deployed the Vericept Monitor solution into customer networks for as post-sales implementation, evaluation and pre-sales trials.

· Provided internal network and security training of the Security Engineers, to better their understanding of advanced customer networks

· Developed, deployed and maintained the company’s first internal Engineering communications platform, for sharing information, hosting internal meetings, and capturing critical engineering questions from the entire Engineering group

· Supported over $7M of sales in the south east region

· Receive the Sales Impact Award in 2005

Enterprise Security Engineer, 2004-2005

Security Engineer, 2004-2004

SYMANTEC – Cupertino, California (Atlanta Office)

Specializing in security solutions, I provided initial installation, upgrade solutions, and new product/feature knowledge.  After three months of employment, was promoted to the Enterprise Security Engineering team, supporting the newest enterprise products, for the fortune 100 customer base.  As Enterprise Security Engineer, my focus was to install, deploy, and support the Symantec Security Information Manager product.  Provided 2nd level support for the Symantec Security Information Manager product.

Technical Achievements:

· Deployed and managed the Symantec Security Information Manager at a local major telecommunications company, ensuring that the solution would provide the functionality that the customer required.

· Rebuilt and maintained the south east demonstration lab with the latest hardware and software solutions, ensuring that all of the systems were secured, updated, and ready for demonstration

· One of seventeen Enterprise Security Engineers worldwide, providing direct support for the Symantec Security Information Manager product.

Director of Information Security & Infrastructure, 2001-2004

INFO1 / LandAmerica Credit Corporation (LACS) – Norcross, Georgia

Built and operated the INFO1/LACS data center in Norcross, Georgia.  Supervised a team of six highly skilled network and systems engineers, provided 24x7x365 access to the credit reporting systems for business.  The data center supported a regular daily volume over $2000/min of revenue generating transactions, and was designed, maintained, and updated in a highly available manner.  With over 6 terabytes of information, the data center and systems could provide data reports to customers in less than 30 seconds of request.

Technical Achievements:

· Designed, installed, and managed a highly available (Active-Active) CheckPoint Firewall-1 R55 Cluster on IBM x345 hardware with 14 total physical interfaces, to protect and support the data center’s business critical EDI solutions

· Deployed two 3TB EMC SAN solutions to boost the transactional database efficiency

· Recruited, hired and managed six highly skilled network and systems engineers

· Developed Disaster Recovery processes and procedures to ensure a zero downtime environment

· Worked closely with software development to ensure the security, availability, and overall health of the network while new solutions were being built to satisfy customer needs

· Consolidated several INFO1 data centers to the INFO1/LACS Norcross data center with high availability

· Built and brought online the Disaster Recovery Data Center on the west coast, with a team of 4 people in 5 days

· Instituted a strict change control process to ensure that all changes were vetted throughout their life cycle, and mandated a guaranteed roll-back process to be in place for every system change

Sr. Security Engineer, 2000-2001

Vigilar Inc – Atlanta, Georgia

Provided security consulting and training to customers throughout the south eastern United States, and would perform consulting, implementation and training to customers.  As a certified CheckPoint administrator, expert, and instructor, would provide upgrades to CheckPoint Firewall-1 products, installation of firewalls, performed security assessments, firewall rule reviews, and certified CheckPoint training.  

Technical Achievements:

· Provided Security Consulting to customers around border security, data security and intrusion detection

· Regularly performed firewall audits around CheckPoint Firewall-1 solutions for customers

· Provided tier 3 support for CheckPoint Firewall-1 software to support customers

· Trained the Nokia North American TAC in CheckPoint NG

· Assisted in the build of the first Vigilar Security Operations Center (SOC)

· Assisted in the creation of the first known CISSP courseware, for the Vigilar training organization to utilize

Network & Security Manager, 1997-2000

INFO1 – Norcross, Georgia

Designed and built the first INFO1 data center in Norcross, Georgia.  Provided support 24x7x365 for the automated credit reporting systems and all access to the data center systems.  Managed the Wide Area Network, vendor relations, hardware build out, software installation, data center access, data security, VPN connections and firewall management.  

Employed a risk management framework to enable the software development team, network and security team, and business managers could effectively move new systems and solutions in place.  Created processes and procedures for many aspects of support, including, WAN outage procedures, system failures, fire and other natural disasters, as well as the first change control process.

Technical Achievements:

· Built the first INFO1 data center for a cost less than $80K

· Migrated firewall to CheckPoint Firewall-1 version 4.1

· Deployed over 250 IPSec VPNs

· Deployed the first CheckPoint firewall to utilize 12 physical interfaces

· Instituted the first set of change control processes to identify changes in the systems to gain a better insight of the entire system volatility.

· Documented the network topology, upgraded the network backbone to Gigabit Ethernet, and deployed new firewalls and new centralized email & file transfer systems.

Network Engineer, 1995-1997

Rock-Tenn Company – Norcross, Georgia

Technical Achievements:

· Upgraded 72 remote wan routers (Cisco) with new flash and ram

· Managed the upgrade of the Headquarters campus from 16mpbs Token-Ring to 10/100 Switched Ethernet, including all new Category 5 cabling

· Designed and constructed 32 remote data centers, at plant facility locations

· Assisted in the WAN service provider swap from MCI to ATT

· Assisted in the migration from Novell 4.11 to Windows NT 3.51

Network Engineer, 1994-1995

Ciba-Vision – Norcross, Georgia

Technical Achievements:

· Maintained 18 Novell 4.11 Servers and backups for the Amweiler Lens Production facility

· Provided desktop support and service for over 400 desktop / laptop systems

· Documented all systems and systems related process in compliance with ISO 9001

· Deployed, managed and maintained HP OpenView on Sun Sparc 10 hardware

· Managed and maintained campus wide token ring network

Network Engineer / Software Instructor, 1991-1994

BIC Systems – Belfast, Northern Ireland

Technical Achievements:

· Provided training on multiple software platforms

· Created Novell 3.11 networking systems training material and trained students on Novell 3.11 

· Performed Pascal and Visual Basic v.1.1 programming as needed

Military

All Source Military Intelligence Analyst (96B10), 1985-1989

United States Army – Various Postings

Performed as an intelligence analyst with the US Army, stationed overseas working in Special Compartmented Information Facilities. Maintained a Top Secret (SBI) clearance, with compartments for the duration of my military service. Honorably Discharged in 1989.

Selected Awards:

· Army Commendation Award (ARCOM) 

· Army Achievement Medal (AAM)

· Several Letters of Achievement and Appreciation

· Good Conduct Medal

· Graduated first in class from Army Intelligence School in 1986

Education, Training & Certification

Crossbeam XOS certification – November 2008, Atlanta, GA

CheckPoint CCSA certification – September 2008, Atlanta, GA

CheckPoint Firewall-1 NGX CCSA & CCSE course, 2008 – Vigilar, Atlanta, GA

RSA Access Manager v.6.0, 2008 – RSA, Atlanta, GA

PGP Whole Disk Encryption, 2007 – PGP Corporation, Atlanta, GA

The New Solutions Selling, 2006 – SecureWorks, Atlanta, GA

Vericept Content Compliance Solution, 2005 – Vericept, Denver, CO

Multiple Symantec Security products, 2004 – Symantec, various US locations

CheckPoint Firewall-1 NG CCSA & CCSE course, 1998 – SecureIT, Atlanta, GA

Army Intelligence School, 1986 – Ft. Hauchuca, AZ

Aeronautical Science/Computer Science, 1984 – Hawthorn College, NH, USA


Professional Development Courses:


The New Solutions Selling�
Certifications:


CISM – Certified Information Security Manager (ISACA)


CISSP – Certified Information Systems Security Professional (ISC2)


CCSA – CheckPoint Certified Security Administrator


IAM – InfoSec Auditing Methodology (NSA)


CNX – Certified Network Expert (sunset)�
�
Organizational Memberships


ISACA Atlanta


Infragard


ISC2�
Publications


CheckPoint NG – Advanced Troubleshooting & Configuration


Syngress Publishing,May 2003 ISBN-10: 1931836973�
�
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